www.kahoot.it
or with the Kahoot!

app

Waiting for players...

20 « @ U2


https://create.kahoot.it/share/dio-roadshow-data-spaces-unchained/19a1c510-f6f4-4fe9-9913-53c50d7e2333

2= CUBIDO

Erste Schritte in den Data Space

Bernhard Engleder ﬂ'

Teamlead Data & Analytics
b.engleder@cubido.at !

IT for
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CUBIDO

Beispiele flr die Nutzung von externen Daten

Wetterdaten
Volkswirtschaftliche Daten

Umrechnungskurse
Marktdaten
Verkehrsinformationen

Aktuelle Herausforderungen:
= Standardisierung von Datenquellen
= Verlasslichkeit und Verfugbarkeit

IT for
Innovators.

Analytics & Development



Wie passiert aktuell
der Datenaustausch?



CUBIDO

Data Collaboration... before Data Spaces

Centralized Data

communication Marketplace
Organization Marketplace
@ Bilateral data
U exchange

Offering

Data Lake

Data Aggregation Closed group data
Platform exchange innovators.

Analytics & Development



Es braucht eine
Moglichkeit zum
dezentralen

Datenaustausch




CUBIDO

Wie funktioniert Datenaustausch in Data Spaces?

« Entworfen fir maximale Autonomie/Souveranitat

« Dataspaces definieren die Rahmenbedingungen
( Richtlinien, Regeln und Trust Anchors )

« Dezentraler Datenaustausch:

Die Daten bleiben beim Data Provider —
Daten sind nicht in einem zentralen Datenspeicher

« Datenverbindungen sind immer peer-to-peer

» Viele Teilnehmer, aber Datenaustausch immer 1:1

« Dataspaces sind Multi-Cloud Umgebungen

« Teilnehmer kdnnen verschiedene Rollen einnehmen

« Teilnehmer kdnnen Mitglieder verschiedener Dataspaces sein

Multi-Cloud
Federation

Offener und dynamischer
Datenaustausch

IT for
Innovators.

Analytics & Development



Wer organisiert und
fordert Data Spaces?
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Mightal Savbatioee

European Strategy for Data - Legislative

Data
Governance
Act

Dec 2020

Digital
Market Act

Q3 2022
Impl. Act.

High Value
Datase

Feb 2022
Data Act

Apr 2021
Artificial
Intelligence

Dec 2021

Ensure TRUST in data

transactions

Regulate MARKET POWER

based on data

Unleash the socio-economic potential
of data as a PUBLIC GOOD

Ensure FAIRNESS in the
allocation of data value among the
actors of the data economy

4 key instruments

. : Adopted on 16/05/2022
Public sector data, private sector data and personal ... apply from 24/09/2023

data voluntarily made available by data holders

Personal data and private sector data held by
online platforms and originating from the
users (businesses and individuals)

Adopted on 18/07/2022
Publication on 28/09/2022

Consultation on draft act

Public sector data of high value closed on 21/06/2022

Proposal on 23/02/2022
Negotiations ongoing in EP
and Council

Private sector data, personal data
and co-generated (loT) data

Complemented by legislation on Al and online intermediary services

Guarantee the SAFETY and FUNDAMENTAL RIGHTS of people and businesses,

Proposal on 21/04/2021
Negotiations ongoing in EP

while strengthening Al uptake, investment and innovation across the EU. and Council

Set common rules on intermediaries' OBLIGATIONS and ACCOUNTABILITY to Approved by EP on 5/07/2022

Planned adoption by Council

facilitate the provision of online services across borders and protect consumers. 04/10/2022. T f
or
innovators

Analytics & Development


https://youtu.be/dc55dSSraa4
https://digital-strategy.ec.europa.eu/en/policies/strategy-data

CUBIDO
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Projekt Gaia-X il
gaia-X
,Ziel des Projektes Gaia-X ist es, dass Organisationen, Unternehmen sowie

Nutzer:innen Daten effizient und 6konomisch verarbeiten und untereinander
teilen kdnnen, aber dennoch weiterhin die Kontrolle tiber diese Daten behalten.

Nicht nur dartber, wo diese gespeichert werden, sondern auch dartber, wer
diese Daten zu welchem Zweck nutzen darf.

Gaia-X ist daher weder ein neues europaisches Rechenzentrum noch
ein neuer Cloud-Service.”

= Gaia-X Association auf EU-Ebene
= Gaia-X Hubs in den EU-Mitgliedsstaaten
= Gaia-X Community

IT for
Innovators.

Analytics & Development



gaiax

Infrastructure Ecosystems




CUBIDO

Gaia-X is setting up a network of country hubs
to foster adoption of cloud and data sovereignty

AR AR +
Denmark" Sweden" Polanc'

Estonj.

Irelaz‘ '3?‘ y Slovakia
A -

IT for
Innovators.

Analytics & Development


https://www.bmwi.de/Redaktion/DE/Dossier/gaia-x.html
https://www.gaia-x.at/en/gaia-x-austria/
https://www.sitra.fi/en/topics/gaia-x-finland/
https://www.cigref.fr/hub-france-gaia-x
https://gaia-x.nl/
https://www.agoria.be/gaia-x/

CUBIDO

Mightal Savbatioee

Data Intelligence Offensive Austria

= Koordinert den
= Data Spaces / Use cases P

Datenraume Serviceanbieter*innen
[ | - DIO e e Datenanbieter*innen

Data Intelligence ﬁ G —) -
. Offensive @ © L£4a
?

n o Datenkreise ' 30
> o ;"0
& { )
: ~ X
: .
9 = = .
' 3 . (Green
g “ Dat
k) Q. a a
8 el —
- —. Hub e
= Bundesministerium (+%)
Klimaschutz, Umwelt, klimaakti EU SUSTAINABLE
Energie, Mobilitat, 28 A t.“.’. Green DEVELOPMENT

Innovation und Technologie Deal G{OALS


https://www.gaia-x.at/en/gaia-x-austria/
https://aka.ms/tourism-demo
https://github.com/eclipse-dataspaceconnector/Publications/blob/main/White paper/A User Journey to Dataspaces.md
https://www.greendatahub.at/start/
https://www.dataintelligence.at/en/dataspaces/energiewirtschaft/

CUBIDO

Niaital Salistiznm

Data Spaces Business Alliance

\ - ®) FIWARRE ;::.: INTERNATIONAL DATA
DSBA /g 8OV @ FOUNDRTION  ggigx s

Testing and

Data Spaces Supgorat‘ (t:g sData Cloud to Edge Al-grlxa-ggr;nland Experimentation
P Facilities
Manufacturing
Smart
SIEE Support Centre Middieware
Health
-
| Cultural Content | Large-scale pilots for entral access
e Open Data Portal cloud-to-edge based point to Al Agri-Food
m service solutions resources
| Medla | =
Smart cities and
| Finance | communities
[ Skils | High Value Data Marketplace for
Sets services Edge Al HW

IT for
Innovators.

Analytics & Development


https://data-spaces-business-alliance.eu/
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Was steckt hinter
einem Dataspace?
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Niaital Salistiznm

Data Spaces journey and feedback loops

Used of projects

Feedback to
standardization WG’s

» Support for Data Space

©®Contribute to open
standards « Contribute to open X Hubs and DSBA
®IDSA, GAIA-X, W3C Source and IPR free » EDC as base technology
Decentralized Identity / Reference Architecture of « demonstrate
IDSA interoperable data

Verifiable Credentials / ,
Data Catalog / ODRL * Eclipse Dataspace exchange for multi cloud
Components under

Standards and Apache 2.0 license
protocols

projects in national Gaia-

Data Spaces

eedback to developer
community

evaluated through

Product
Support

* |dentify the market needs

* Plan roadmap for
commercial product and
services support for
dataspaces

IT for
innovators.

Analytics & Development


https://github.com/International-Data-Spaces-Association/IDS-RAM_4_0
http://docs.gaia-x.eu/framework/
https://www.w3.org/TR/did-core/
https://www.w3.org/TR/vc-data-model/
https://www.w3.org/TR/vocab-dcat-3/
https://w3c.github.io/odrl/bp/
https://projects.eclipse.org/projects/technology.dataspaceconnector
https://www.gaia-x.eu/who-we-are/hubs
https://data-spaces-business-alliance.eu/

ACP

Digital Solutions

Aus Informationen
Zukunft gestalten.
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Technischer Hintergrund *

Standards, Interoperabilitat,
Implementierungen, Best Practises

GAIA-X gets new support with European Eclipse Data Connector =. Microsoft


https://azure.microsoft.com/en-us/blog/gaiax-gets-new-support-with-european-eclipse-data-connector/

A for IDSA RAM 4.0, aligned
with GAIA-X

driven project under Eclipse
foundation on GitHub
Free of intellectual property rights under
license for commercial usage
Used by many GAIA-X projects
Modular / Extendable Based on Java and RESTful
interfaces

ECLIPSE Proscs Workng Grops Members

Contribution Activity
Individual Contribution Actlvity

Act

dMAdDEUS © ¢ ZI Fraunhofer

BT Microsoft (.UY (7B

GROUP

B Microsoft

Mare~



https://projects.eclipse.org/projects/technology.edc
https://eclipse-edc.github.io/docs

The characteristics of a federated dataspace

Main Functionalities of a Dataspace

Catalogue (Discoverability)
Sovereign Data Exchange
Identity & Trust

Compliance

Main Principles of an EDC powered DS:

Each participant remains in control of their
(dentity

Each participant decides who to trust

Each participant decides under what policies
their data s shared

Each participant remains in control of their
infrastructure

Dataspace

Maintain

Discover Publish Share
Control

|dentity Trust Policy Interop

Microsoft



EDC Core
Dataspace
Services

Page 25 |

Registry

Registration and discovery

Core Module System

Catalog Services

Publish and search

Core Module System

Connector

Contract negotiation and data sharing

Core Module System

A

Common Modules
E—

=. Microsoft ¢ Data Spaces



Alignment
wit
nternational
ata Spaces
ssociation

Already supporting IDS-based massages
and policy definitions

Support development of IDSA Reference
Architecture Model 4.0

Part of IDS Open Source Landscape

Participating in IDSA
committees and
working groups

Architecture WG
Rule Book WG

\ N
™
*‘ VN

B Microsoft WD
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1. Data Management e (@ e
Landing Zone s o e e s » q e o ®
Setup an secure and scaleable R

data architecture in your
company

Cloud-scale analytics - Cloud Adoption Framework B Microsoft


https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/scenarios/cloud-scale-analytics/

Implement data landing zones with Doto Viesh and Data Spaces

Data Planes of providers and consumers in multiple DataSpaces

3

A

Communication patterns:

* Eclipse Dataspaces Connector
* Orchestrate the data planes via policies
* Contract negotiation

= * Data Plane
GCJ N * Consume external data
S DMZ La nding one * Provide data to other participants
@ g' * Connect to the Data App
@ . * through DMZ with proxy / cache GW
%‘ 8 Data Proxy / DataSpace Identlty * direct connection for low latency
w Y Catalog Cache Connector Hub * Data Catalog
8 * Publish meta data into joined dataspaces
@ — — - - * |[dentity Hub
g f f * |[dentity Access Management
Data Planes Data Planes
% : : ( \
Data Landing Zone | | Data Landing Zone Data Landing Zone
Customers Travel Corporation
€ h ( 2} 4 N ™ N
Customer Travel Finance HR Supporting
2 Management Management Domain Domain Services
Application Domain Domain Domain
Landing
Zones Data Data Data Data Data Data Data Data Data Data
App App App App App App App App App App
L J \ J . 4 L0, ZEN =
kS 7\ SN J
a4 = I
Data Management Landing Zone
\_ // I (Purview, Master Data Management, Data Quality, Data Lineage, Data Access Management) g

Cloud Adoption Framework (CAF)

>



https://learn.microsoft.com/en-us/events/all-around-azure-unlocked-cloud-scale-analytics/building-out-tailwind-traders-data-mesh
https://eclipse-dataspaceconnector.github.io/docs/#/README

T
2. Define the Use Case -
Start the user journey into Dataspaces ¢ o

- Example CATENA-X ° o

https://aka.ms/edc-vision B Microsoft


https://aka.ms/edc-vision

The Catena-X Data Ecosystem @) Catena-X

Automotive Netwaork

Build a global data space that Create the first data driven value chain; incorporating all
can host our industry participants via interoperable and trusted solutions
Tier-n - Tier-3 Tier-2 Tier-1 OEM Recycling
Optienal : b
I 275.000¢ [ o ©
P . A e | Recyclatsz XX% | Marketplaces

T i
LT
>~

# locations

-~

X

( }} # digital twins

X
[®] # apps

X

&) # users
(),

| Example: Sustainablty |

© 2022 Catena-X or 3 Catena-X affiliate company. All rightsreserved.



Open Source Saas GreenToken Saas
Example

CSV-Upload

Tenant | Tenant Tenant

my fully-manag
Catena-X Cloud Stac!

T ——————— 1---

r---------‘.-------

D

| Twins

© 2022 Catena-X or a Catena-X affiliate company. All rights reserved.

@ operational
Data

Data Exchange Option 8

Catena-X

B )

Marketplace

Contracting /
Authentication
DAPS & Cust. Wallot

—) P Data Exchange Option A

SiGreen Saas

Tenant Tenant .

Federated Operating Environment

Semantic
Hub
Self-Description Hub |

=+ operational = ===
Data

Option B)

No O-BASF

operational We Cmitte charmistry




Wo ist mein Platz im Datenékosystem?

Farmer
Data Storage

Grocery Store
Data Storage

Conrecist m Conveor

Supphier

Data Storage

Warehouse &
’_ S J
Data Storage
Warehouse &
Logistics
Data Storage

Warehouse &
Manufactures

Loglstics

Data Storage

Data Storage

Publications/A User Journey to Dataspaces

/”‘ o
& —()7


https://github.com/eclipse-edc/Publications/blob/main/White paper/A User Journey to Dataspaces.md

s @
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3. Business discussion . e

Use the Dataspace Management
Vision Demonstrator

https://aka.ms/dataspace-vision B Microsoft


https://aka.ms/edc-vision

Dataspaces - Share prototype Options +

0, Start Page

A ‘4
1. Manage My Dataspaces % Dataspaces Management Vision Demonstrator

2. Discover Data Shared by Othars
3. Negotiate a Data Contract Data Shared by Others Manage My Dataspaces
4. Create & new Policy Data Offered by Me Har ‘ il the data "

5. Craate a new Data Asset

€ Create Dats Contract Policy Store All Dataspaces (7) Joined (7) Pending (0) Saved (0) + Join Dataspace  + Create Dataspace
7. Rev ting Data Contract s )
AV GRigirig Linta Cortract and Asset Index Status: all W Favorites: all W™ Members: all W

Identity Hub

No description

Manage My Datas
Energy Dataspace Education and Skills Dataspace Finance and Insurance Dataspace Health Dataspace

Energy Dataspace

Education and Skills Dataspace
Finance and Insurance Dataspace
Health Dataspace

Industry 4.0 Dataspace

Mobility Dataspace

Space Dataspace

Industry 4.0 Dataspace Mobility Dataspace Space Dataspace

https://aka.ms/dataspace-vision



https://aka.ms/dataspace-vision

4. Make or Buy -

Minimum Viable Dataspace as
starting point for developers

aka.ms/edc-mvd B Microsoft


https://aka.ms/edc-mvd

EDC Demo Getting Started

Getting Started EDC Demo

Catalog Browser
. Getting Started EDC Demo

Contracls

Catalog Browser Getting Started

Eclipse Dataspace Connector

Transfer History

Contracts Catalog Browser The Eclipse Dataspece Conneclor provides a framework for soverelgn, inter-organizational dota exchange. it

mplements the infernational Data Spaces standard (1085) as well as relevant protocols associated with GAIAX. The

Contract Definitions connector s desaned in an extensible way in order 10 support alternative protocols and integrate In vanous
Transfer History Contracts ecosystems.

Polici = -
e Gittuby Getting Started Onboarding Guide

Contract Definitions Transfer History

Assels
Policies Contract Definitions

EDC Data Dashboard (this application)

Assets Policies This [DC Data Dashboard is & developer LI for the TDC Data Management APL This application Is not intended for
proguction usage and can De used 1o showcase FDC from & technical perspective, as the Ul & designed as a 1)
Assats mapping of the Data Managament AP
Data Management AP
Exampio use cases. that you can try out with this application, are

View the asset catalog avallabie 10 you in your Dataspace using the

Negotiote o contract for data shating in your Dataspace using the

View your existing contracts in the page

Iransfer an asset in your Dataspace using the pagre

View which assets have been transferred in your Dataspace in the |

View and create assets using the page

Publish a new asset Intd your Dataspace using the




MinimalViableDataspace
Deployment scipts and CI/CD build pipelines

mzll\l RegistrationService
Central Dataspace Authority @ ADD |nSiC] hts
I
. = collect OpenTelemetry-based on Java
|dentityHub application monitoring.

W3C DID/VC compliance prototype
implementation of a DID: web identity
provider, GAIA-X Self-description

DataSpaceConnector (Core) DataDashboard
Ll| KaVl| Kag! Contract negotiation, data transfer, User Interface for each participent
authentication protocols, monitor via W3C
Ml =l = ODRL policies
G| ©|f ©
o)l Ne)l Ne
el gl € |dentityHub
8 8 8 Federa’_ted Cata |OC] W3c DID/VC compliance prototype
prototype implementation of a W3C implementation of a DID: web identity
DCat based Federated catalog provider, GAIA-X Self-description

1% y
B Microsoft 5. %


https://github.com/eclipse-dataspaceconnector/MinimumViableDataspace
https://docs.microsoft.com/en-us/azure/azure-monitor/app/automate-custom-reports
https://docs.microsoft.com/en-us/azure/azure-monitor/app/java-in-process-agent
https://github.com/eclipse-dataspaceconnector/RegistrationService
https://github.com/eclipse-dataspaceconnector/identityhub
https://github.com/eclipse-dataspaceconnector/identityhub
https://github.com/eclipse-dataspaceconnector/FederatedCatalog
https://github.com/eclipse-dataspaceconnector/DataDashboard
https://github.com/eclipse-dataspaceconnector/DataSpaceConnector

